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1.0 Overview of Pivotel Pulsar

Pivotel provides the Pulsar web-based portal that allows users to view, control and manage
their data services and costs. Pivotel Pulsar provides real time service status, data usage
information and the ability to configure and control network barring and firewall rules. Every
Pivotel data service is automatically assigned to the Pulsar default profile when activated.
Pulsar sends alert emails to the email address registered on the Pivotel account when the
data usage for each individual or shared plan reaches 50%, 85%, 100% of a pre-set data
alert limit and automatically bars the data usage when it reaches 150% of the data inclusion
or a pre-set data bar limit. To meet the business requirements, users can create customised
data Alerting and Barring Profiles with different thresholds and change the email addresses
to receive Pulsar notifications.

2.0 Create your Pulsar login

1. Open your browser and navigate to _https://new.pulsarportal.com/

2. Under First time using Pulsar?, click Create New Account.

PULSGR.
by pivotel.

Please sign in

User ID
Password

First time using Pulsar?

Create New Account

3. Enter your Pivotel Account Number and Billing Password, then click Verify Account. If
you do not know your Pivotel Account Number and Billing Password, please contact
Pivotel Support. You can find Pivotel contact detail at https://www.pivotel.com/contact-us
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by pivotel.

Verify Billing Account

Account Number

Account Number |

Billing Password

| Account |

Verify Account

4. Enter a Username, Display Name and your Contact Information in the fields provided.
Your Username will be the User ID for your Pulsar login. Your Display Name will be
displayed on the top of the Pulsar portal after you login, typically it is your Pivotel account
name or organisation name. Click Create Administrator to create a Pulsar login account.

PULSER.@%

by pivotel. Yoy

Create New Administrator

Username

Username |

Display Name

| Full Name |

Contact Information

First Name

| First Name |

Last Name

Last Name |

Email Address

| Email Address

Your password will be automatically generated and sent to this email address.

| Create Administrator |

5. When your account is created successfully, Pulsar will send a Password to your Contact

Email Address.
6. Click ‘Sign in to Pulsar’ then enter the Username and Password sent to your Contact

Email Address.
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PULs_aRfI?“lfﬁ;
by pivotel ’
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Administrator Created

You can now sign info Pulsar using your new credentials. Please check the email address provided for your automatically generated password.

Sign in to Pulsar

PULSGR.
by pivotel.
Please sign in
User ID
Password

First time using Pulsar?
Create New Account

3.0 Pulsar Details

3.1 Dashboard

PULSER, s @

Network Status

©] @ ®@

Baning Pivotel Inmarsat Iridium Thuraya

— Dy
)
o

When you login, the Dashboard will show an overview of
o The network Status of Pivotel, Inmarsat, Iridium and Thuraya.

e The number of Devices in your account that are currently Online = or Offline N.

You can click on Pivotel Outages under Network Status to view the details of
any current outages.

You can click on View All under Devices or select the Services & Devices tab on
the left panel to view all of your services.
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3.2 Services & Devices

3.2.1 Overview of services

PULS3R.
Bypivote.

When you click on Services & Devices, all of your services will be listed with the information
below.

¢ Name —By default, it shows the service number. You can edit the service name in
the service detail page.

e Type —displays the network and service type information. The network types are

Iridium, Inmarsat, Thuraya and Pivotel. The service types are Voice — Data, IP
Data, Certus, etc.

e MSISDN - Mobile Station International Subscriber Directory Number (MSISDN) is
your service number.

e |CCID - Integrated Circuit Card Identifier (ICCID) is your SIM card number.

—~

e Status — displays the online < or offline "X status and data unbarred =) or

barred E' status of your service

If you have more than 20 services, please scroll to the bottom and click Next to view
additional services.
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3.2.2 Summary of a Service

To view a summary of a service, click on the service. Some of the useful information on the
summary page are as below:

o the IP addresses of your service
o the plan that your service is connected to
o the billing cycle of your service.

Y

S Name Type MSISON ) Status
& services & Devices v Inmarsat IP Cata =
Templates v Inmarsat FleetOne/Fx - - - = &
Tags r . y
- - marsat Figetone/x = =)
= v Inmarsat Satelite Phone Senvice = =
Alerting . = =
Baning -t =
T Firewall
- - =
Account Management e -
Users [ —— =
- — = &
o — Inmarsat Satellte Phone Senvice &
Showing items 1~ 11 of 11 tems Previous | N
Vesssl Name
Service ID
WSISDN
iccio
1P Addresses
Packace
Vessel Name
Service ID
MSISDN
iccio
IP Addresses
Package
Connected  September 1, 2020 2t 12:00:00 AV GMT+10
PlanStarted  September 1, 2020 3t 12:00:00 AVl GMT+10
Billing Cycle st of the Month
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3.2.3 Details of a Service
To view the service details, click View . The details are shown below.

On the service detail page, you can do the following

a. Edit the service name

b. View the status of the service and the service number

c. Bar and unbar the service in real time

d. Add Note and Tags to the service. Tags allow you to tag or categorize your service
with keyword phrase to help you to search your service(s) easily.

e. View your data usage in the current billing cycle. The usage will be reset at the start
of each billing cycle.

PULSER. ‘ e
<Services
Certus Test @ a
R Offline - 123456789 ___| L
|

Tags Notes |

C

=

Tags

Activity This Month
Billing Peried Ends

Account Management PG
Users Data Allowance Remaining

Plan Usage.

azmmos @ oe oz oe

Summary
Vessel Name

Service ID

MSISDN

Iccp

1P Addresses

Packsge
Connected
Pian Started

Billing Cycle:

Groups & Profiles

Alert Profiles

Barring Profile ?
Firewall Profile 2 Firewall Rules 1

IP Addresses @

1P Address APN Service Number Dynamic Public Poal
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3.3 Profiles

You can create, view and edit your own data Alert, Barring and/or Firewall profiles under
Profiles. A profile must be assigned to a service or services for the profile to take effect.

Every time you update a profile, the profile actions will refresh and impact every device
associated with that profile. The actual data usage of the service will not reset with a new
updated profile. If you need to update an alert or bar the service at a certain MB used, you
need to update the profile level to be the current usage plus the new MB data usage for the
alert or bar. For example, if your current data usage for your service is 80MB and you would
like to get an alert at the next 50MB used, you need to update the profile to alert you at
130MB.

PULS3R. cania 15 @
- Filter Alert Profiles Create Alert Profile

Dashboard Name Status

aaaaaaaaaaaaaaaaaaa

3.3.1 To create a new Alert Profile

PULSER. jeanlau 1 -
< Alerting
Create Alert Profile

1. Profile Details

e Nan
\\\\\\ bled O Disabled
2. Conditions
hen e ds

3. Notify
nessage type

-]

' Create Profile

e Click Create Alert Profile

e Under the Profile Details
o Enter a Profile Name

o Ensure the Status is Enabled. You can disable a profile if you do not want to
use it.
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Under Conditions, you can select one or a combination of the following conditions to
send the Pulsar alerts. Click + to add the next condition.

o Volume - when the data usage exceeds a configured volume of MB. For
example, send an alert when the data usage exceeds 100MB.

o Volume Tracker - when the data usage exceeds a configured volume of MB
and then every incremental configured volume of MB. For example, send an
alert when the data usage exceeds 100MB, and then send alerts every 10MB
after that, eg at 110MB, 120MB, 130MB etc. There is no limit to the number
of alerts, Pulsar will continue to send alerts until the data usage is reset in the
next billing cycle.

o Allowance — when the data usage exceeds a configured % of the data plan
inclusion. For example, send an alert when the data usage exceeds 200% of
the data plan inclusion. If your plan includes 30MB, Pulsar will send an alert
when the data usage exceeds 60MB, ie 200% of the data inclusion of 30MB.

o Service Bar Status is Changed — When the service status is changed from
barred to unbarred.

Under Notify, you can choose to send the alert via email and/or SMS. This is useful
when you want to send alert notifications to your team members who are not
registered with a Pivotel account.

o Email alerts are free. You can enter as many Email Addresses as required.
Please add one email address per line and click + to add the next recipient.

o [Each SMS alert is charged as a satellite SMS. You can enter as many
mobile numbers as required. Mobile numbers must be entered in
international format. Please add one mobile number per line and click + to
add the next recipients.

o Email and SMS alerts are recommended for each Data Bar action to ensure
you and your team members receive these critical notifications. When the
service is data barred, you can log into PULSAR to unbar the service in real
time. Please be aware that any excess data usage above the data allowance
will be charged the applicable data usage rate. If data usage above the data
allowance is not controlled, this could result in high billing charges.

Click Create Profile to save.
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3.3.2 To create a new Barring Profile

PULS3R.
by pivotel.

<Barring

Create Barring Profile

1. Profile Details

2. Conditions
exceeds

Volume v MB

Volume
Allowar

- -

Package Defined Allowance is Reached

3. Notify

Message type Destination

a-

 Create Profile

¢ Click Create Barring Profile

¢ Profile Details and Notify configurations are the same as 3.3.1.

e Under Conditions, you can select one or a combination of the following conditions to
bar your data service. Pulsar will bar the data service and send a notification when
the service is data barred under the condition configured below. Click + to add the
next condition.

o Volume - when the data usage exceeds a configured volume of MB. For
example, bar and send a notification when the data usage exceeds 100MB.

o Allowance — when the data usage exceeds a configured % of the data plan
inclusion. For example, bar and send a notification when the data usage
exceeds 200% of the data plan inclusion. If your plan includes 30MB, Pulsar
will bar and send a notification when the data usage exceeds 60MB, i.e.
200% of the data inclusion of 30MB.

o Package Defined Allowance is Reached — when the data usage exceeds
100% of the data inclusion. For example, if your plan includes 30MB, Pulsar
will bar and send a notification when the data usage exceeds 30MB, i.e.
100% of the data inclusion of 30MB.

3.3.3 To create a new Firewall Profile

The Pulsar Firewall Management capabilities allow you to manage your own firewall rules for
your service by controlling the outbound and/or inbound data traffic.

By default, your IP data service is assigned a private IP address. It allows all outbound data

traffic and denies all incoming data traffic. Firewall rules are only applicable to outbound data
traffic.
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If you subscribe a Public IP address for the service, you can apply firewall rules to both
outbound and inbound traffic.

With outbound traffic, you can set the firewall rules:
* to allow all traffic except the configured rules OR;
+ to deny all traffic except the configured rules

With inbound traffic (only for service with Public IP address), you can set the firewall rules:
* to deny all traffic except the configured rules

Note:

1. The firewall operation configured using Pulsar occurs within the ground core network. This
means that any denial of IP traffic outbound from the satellite terminal will only occur once
the initial requests have traversed the satellite network, resulting in some data usage which
may be chargeable. To avoid this data usage, firewall protection can be set at the satellite
terminal (if the terminal supports firewall configuration) or through the use of a suitable
external firewall router such as the RedPort Optimizer. Configured correctly this will deny IP
data traffic before it can be transmitted over the satellite network.

2. Pulsar Firewall Management does not support category filtering (e.g OS update category,
gaming category etc.) It is the responsibility of the service user to configure the correct IP
addresses, fully qualified domain names and necessary protocols and ports to ensure the
firewall operates for the users intended purpose.

<Firewalls

Create Firewall Profile

1. Basic Details

2. Outbound Rules

3. Inbound Rules

To create the firewall rules for your service,

e Click Create Firewall Profile =+ Create Firewall Profile

¢ Under Basic Details, enter the Name and Description.
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e Under Outbound Rules, Select the default Action to Deny (blacklist) or Allow
(whitelist). Enter the Protocol, Port Range, Remote Address (destination IP address)
and description. If you are not sure of the Protocol, select ANY. If you are not sure of
the Port Range, select 000-000.

e Under Inbound Rules, only configure if your service has a Public IP address. Select
the default action to Deny (blacklist) or Allow (whitelist). Enter the Protocol, Port
Range, Remote Address (destination IP address) and description. If you are not sure
of the Protocol, select ANY. If you are not sure of the Port Range, leave it blank.

e Click Create Firewall Profile to save.

3.3.4 Assign Profile to a Service

After a Profile is created, it must be assigned to the service for the profile to take effect.

Groups & Profiles

Alert Profiles & Default Profile @

Barring Profile i
Select Profile

n & Remove Default Profile

Firewall Profile R MSC Firewall @

Under Groups & Profiles, Alert and Barring Profiles are automatically assigned with Pivotel
default Profiles, under which Pulsar sends alert emails to the email address registered on
the Pivotel account when the data usage for each individual or shared plan reaches 50%,
85%, and 100% of the plan data inclusion or a pre-set data alert limit and automatically bars
the data usage when it reaches 150% of the plan data inclusion or a pre-set data bar limit.

You can remove the Default Profile for barring and leave it blank if you do not want
automatic data barring on the service.

You can also allocate a data alert, barring and/or firewall profiles that you have created

under profiles to the service. To change the profile, click edit next to the profile, enter the
name of the profile and select yes to save.

3.4 Account Management - Users

Under account management, you can edit the Username, Display Name, Time Zone and
add other users.
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& Dashbaard Name Statuz

Services & Devices
Showing items 0 - 0 of & tems
% Templates

> Tags

Profiles
@ Alerting
Barring.

Firewall

Account Management

When you click on Users, a new window as below appears. Click edit to edit the Username,
Display Name, Time Zone and add other users. Click Update User to save.

Users

Usernzme Name Role Status

puLsar ("
SR ;)

Update User

User Account

Username
Display Name

Password Requirements
At least & characters

Enabled 4 OFF

Contact Information
First Name

Last Name

Email Address
Account Permissions

Role

Accounts

Choose an Account
Cancel | [USESTEN

We strongly recommend that you logout when you are finished.
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PULS3R.
ot

@ Dushboma @

Services & Devices
[ Templates

Tage
Network Status

i @ @ @

Pivotel Inmarsat Iridium Thuraya

Dees

- <)
)

Banting

o Fiewall

Azeount Management

Users
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